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Apache (mod_SSL and OpenSSL)

To generate your CSR, you will need to log in to your server and use the OpenSSL software
to generate a CSR and private key.

e Login to your server, and enter the following command:
OpenSSL req -nodes -newkey rsa:2048 -keyout myserver.key -out server.csr

e This will generate two files: a CSR called “server.csr” and a 2048-bit private key
called ““myserver.key.””

You will be prompted to enter some information for your CSR:

Country Name (2 letter code) [AU]: GB

State or Province Name (full name) [some state]: Yorks

Locality Name (e.g., city) []: York

Organization Name (e.g., company) [Internet Widgits Pty Ltd]: MyCompany Ltd
Organizational Unit Name (e.g., section) []: IT

Common Name (e.g., YOUR name) []: mysubdomain.mydomain.com

Email Address []:

Please enter the following “extra” attributes to be sent with your certificate request:
e A challenge password []:
e An optional company name []:
e The Common Name (CN) field, where you should enter the fully-qualified domain
name of the website you require the certificate for.

Note, for wildcard certificates, the CN should be in the format: *. mydomain.com

e Your CSR is now generated.
e Open the “server.csr” file with a text editor and copy the contents, then paste them
into the enrollment form when requested.

Notes:
The “myserver.key” file should be kept secure (e.g., readable only by root on Linux systems).

Removing the “-nodes” option from the OpenSSL command will request a password and
encrypt the private key. This can increase security, but note that the password will be
required each time Apache is restarted.

Extended validation (EV) certificates require a minimum of a 1024-bit keysize if valid before
2011, and 2048-bit if they are valid into 2011. We recommend 2048-bit keysize as a minimum
for all certificates.
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The two-letter CN field must be the ISO-3166 standard country code. Please note that “GB” is
correct for Great Britain, not “UK.” A complete list can be found here:
http://www.iso.org/iso/country codes.htm.

cPanel and WHM

To generate your CSR, you will need to login to your cPanel or WHM account. Both cPanel
(the end-user control panel) and WHM (the administrator panel) have slightly different
ways to request certificates and generate CSRs.

cPanel
e Login to cPanel.
e Under the “Security” menu, click the “SSL/TLS Manager.”
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e The first step is to create a private key by clicking the “Generate...” link.
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e Scroll to the bottom section “Generate a New Key” and enter your information. We
advise to use at least a 2048-bit key, which is the minimum for EV certificates. Click
“Generate.”
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¢ You will be shown the private key and its information. Click the link at the bottom to
return to the “SSL/TLS Manager.”

e Inthe “SSL/TLS Manager,” click the “Generate...” link under “Certificate Signing
Requests.”

e Fill out your information in the “Generate a New Certificate Signing Request” form.
Click “Generate.”
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¢ You will be shown the CSR and its associated information. Copy the contents of the
CSR and paste it into the enrollment form when requested.
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WHM
e Loginto WHM.
e From the menu, navigate to the “SSL/TLS” section and click “Generate a SSL
Certificate and Signing Request.”
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e Fill out the form. Enter the name of the site you want a certificate for in “Host to
make cert for.”
Note, for wildcard certificates, the CN should be in the format: *. mydomain.com.
[}

We advise to use at least a 2048-bit key, which is the minimum for EV certificates.
Click “Create.”
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Fill out the form. Enter the name of the site in “Host to make cert for.”
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¢ Finally, you will be presented with the CSR (labelled “Signing Request”), the private
key, and a temporary self-signed certificate.
e Copy contents of the CSR and paste it into the enrollment form when requested.

alolx
730

Tnctsl 3 Riwt
Madula Instalars

Babud AFH Corabase
Wpcdaba Sarvar Scfimare
Undats Systam Safware
T Wi 23 SELTLS =2 Garars

Generate a S5 Certificate and Signing Request

a 55L i

red Sigring Regumst =

33 Diractory Comurion
starm

i Queue Menages

Carteficats Request and Key Far www srample com

P2 VESMEQZ 102 T
032 TR T T 2T HE T
ke 524251 s BN I K mS  04 3 A e B
[!hl Tl IaCTzd/ pabdd elioat) T F 2%
7501 JOCPRR Tt
rsuesnsn--;xmmu ;:uﬁ;)a‘l‘?!n?’.q a3y
I r Y0 LSS4T wr DIz
e mvr-wmusmu:nw:m = =
LU ] LTS g
=
Cartificate
= B sums 4 -
gener » 5, Contits nd
Ir-slﬂli E.‘l Ceroloale and
i the
e
M.‘bhfbf?"bﬂ‘l&]h
TalJ- L18]
Par e e
(= \mh_ = IS L S S TSP T TR e manre oA rees
5 Sarvar (GparssH] =R gge AagiEyFLTORA 20T CEATE A5 15y
T
19902008 cFwna, © = PO TER A aA L TS ER 2 L (e TERHA SR L TECE M T93 28030y FTATEHEA=T =l
e e O - T3 [ =

1/22/2018 9:04:00 AM 7



CL
CSC

Microsoft Exchange 2007

CSR generation on Microsoft Exchange 2007 uses a cmdlet accessed via the Exchange
Management Shell (EMS). To access the EMS, go to the Start menu > Programs > Microsoft
Exchange Server 2007 and choose “Exchange Management Shell.”

e Once EMS is open, enter the following command:

e New-ExchangeCertificate -GenerateRequest -KeySize 2048 -SubjectName
"C=US, O=Example Company, L=City, ST=State, CN=exchange.example.com" -
DomainName exampletwo.com, examplethree.com -Path
c:\exchange.example.com.req -PrivateKeyExportable:$true

o
o

o

GenerateRequest: This is the command flag to create a new CSR.
KeySize: This controls the size of your private key. We recommend at
least 2048 bit.

SubjectName: This sets the Subject of your CSR. “C” is country, in the
[SO-3166 two-letter standard (note “GB” for Great Britain, US for USA,
etc.). “O” is organisation. “L” is locality. “ST” is state or province. “CN” is
common name, or your primary FQDN for the server.

DomainName: This allows you to specify additional domain names, as
most Exchange 2007 installations require the certificate to secure more
than one FQDN.

Path: This specifies where to place the CSR.

PrivateKeyExportable: This sets that the private key being generated is
exportable, and will allow you to backup and/or move the private key
later.

e Open the CSR file (specified above with the “-Path” flag) with a text-editor, copy the
contents and paste them into the enrollment form when requested.

Notes:

Instead of specifying all the domains within the command, there are two additional flags
that can be specified: “-IncludeAcceptedDomains” and “-IncludeAutoDiscover.” Using these
instead of the “-DomainName” flag will automatically add the autodiscover Fully Qualified
Domain Names (FQDNs), as well as all of the domains Exchange is configured to accept.

The Microsoft TechNet article for this command is available here:
http://technet.microsoft.com/en-us/library/aa998327(EXCHG.80).aspx.
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Microsoft Exchange 2010

CSR generation on Microsoft Exchange 2010 can be done via either the GUI or via a cmdlet
accessed via the Exchange Management Shell (EMS). Choose either option from below.

GUI
e Start the Exchange Management Console by going to Start > Programs > Microsoft
Exchange 2010 > “Exchange Management Console.”
e C(lick the link for “Manage Databases.”
e Select “Server Configuration” and choose “New Exchange Certificate” from the
actions. This will begin the wizard.
e Enter a name for the certificate; this name is for your own reference.
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e Here you have the option to enable a wildcard; only choose this if you are ordering a
single wildcard certificate. In this case, skip the next step.
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¢ Now you must select the services you require the certificate for, and enter the
appropriate FQDNs. As a general rule, you should enter all the names through which
your Exchange 2010 server is accessed.
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e Review and confirm the list of domains and FQDNs to be added to the certificate.
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¢ Now enter the information for your organization. You must also select a location for
the CSR file to be written to.
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e Review the summary of the CSR generation, and the CSR file will be saved.
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e Open the CSR file (specified above) with a text-editor and copy and paste the
contents into the enrollment form when requested.

cmdlet
e Open the EMS by Start menu > Programs > Microsoft Exchange Server 2007 and
choose “Exchange Management Shell”. The command you need to enter looks like
this:

o New-ExchangeCertificate -GenerateRequest -KeySize 2048 -SubjectName
"C=US, O=Example Company, L=City, ST=State, CN=exchange.example.com" -
DomainName exampletwo.com, examplethree.com -Path
c:\exchange.example.com.req -PrivateKeyExportable:$true

0 GenerateRequest: This is the command flag to create a new CSR.

0 KeySize: This controls the size of your private key. We recommend at
least 2048 bit.

O SubjectName: This sets the Subject of your CSR. “C” is country, in the
[SO-3166 two-letter standard (note “GB” for Great Britain, US for USA
etc.). “O” is organisation. “L” is locality. “ST” is state or province. “CN” is
common name, or your primary FQDN for the server.

0 DomainName: This allows you to specify additional domain names, as
most Exchange 2007 installations require the certificate to secure more
than one FQDN.

o0 Path: This specifies where to place the CSR.

0 PrivateKeyExportable: This sets that the private key being generated is
exportable, and will allow you to backup or move the private key later.

e Open the CSR file (specified above with the “-Path” flag) with a text-editor, copy the
contents then paste them into the enrollment form when requested.

Notes:
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Instead of specifying all the domains within the command, there are two additional flags
that can be specified: “-IncludeAcceptedDomains” and “-IncludeAutoDiscover.” Using these
instead of the “-DomainName” flag will automatically add the autodiscover FQDN, as well as
all of the domains that Exchange is configured to accept.

The Microsoft TechNet article for this command is available here:
http://technet.microsoft.com/en-us/library/aa998327(EXCHG.80).aspx.

F5 BiglIP

To generate your CSR, use the instructions based on your version of the BigIP software.

F5 BiglIP version 9 and later
e Open and log into the BigIP web interface.
e Under the “Local Traffic” menu, select “SSL Certificates,” then click “Create.”
e Under “General Properties,” you can give the certificate a name to identify it on the
device. We suggest using the FQDN you are requesting the certificate for.
e Fill out the “Certificate Properties” form:
0 Issuer: Certificate Authority.
0 Common Name: Your FQDN, for example: www.example.com.
O Your CSR is now generated. Open the “certreq.txt” file with a text-editor, copy
the contents, then paste them into the enrollment form when requested.

F5 BiglIP version 4.x

e Login to the device as “root.” Execute the following command:
#/usr/local /bin/genconf
You will need to enter all of your company information, like name, address, etc.

e Now execute the command:
#/usr/local /bin/genkey www.yourdomain.com
Replace “www.yourdomain.com” with the FQDN you require the certificate for. This
will generate the CSR.

e The CSR will be saved in a file at the location:
/config/bigconfig/ssl.csr/www.yourdomain.com.csr
Copy and paste the contents into the enrollment form when requesting a certificate.
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IBM HTTP Server

e First, you must create a new key database. Start the “IKEYMAN” software either by
running the command “IKEYMAN” or loading the GUI version.
e Select “Key Database File” from the main menu and choose “New.”
e Choose and enter a new key database name. Click “OK.”
e Now enter and confirm a password for the key database. Please take care to
remember the password you enter.
e Now we need to use the new key database to create a CSR. Start IKEYMAN again,
select “Key Database File” and choose “Open.”
e Now enter the password from Step 4 and click “OK.”
e Select “Create” from the main menu, and choose “New Certificate Request.”
e A form will appear, and all the fields require completion. Click “OK” when completed.
Notes on some of the fields are:
0 Key Label: simply a descriptive label for the CSR.
0 Keysize: we suggest the keysize be as large as possible, preferably 2048 bit.
0 Common Name: where you should enter the fully qualified domain name of
the website you require the certificate for.
=  Note, for wildcard certificates, the Common Name should be in the
format: *.mydomain.com
0 Country: the ISO-3166 two-letter country code for the country. “US” for the
USA, “GB” for Great Britain, etc.
0 Certificate Request Filename: the path and filename for the CSR.
e Open the CSR file with a text-editor, copy the contents, then paste into the enrollment
form when requested.

iIPlanet 4.x /SUunONE 6.x

To generate your CSR, you need to log in to the administrative web-interface of your
iPlanet/SunONE server. This is usually at: http://<yourserver>:8888/

e Loginto the iPlanet/SunONE administation interface. Select the server instance you
require the certificate for and click “Manage.”
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© CAURL: I
Select the module ta use with this certificate:
Cryptographic Module: [kl =]
Key Pair Fle Password: |
Hequestor name:
Telephone number:
Common name:
Emall address:
‘Organization:
‘Organizational Unit:

Locality: 1
state or Province: [
Country: (|

Please double check everything before submitting!

Lk | e | o | -

[ Rt R

Fill your information into the form. Set the option for “Submit to Certificate Authority

via:” to “CA Email Address” and enter your own email address.

The “Common Name” is where you should enter the fully qualified domain name of
the website you require the certificate for.

Note, for wildcard certificates, the Common Name should be in the
format: * mydomain.com
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Request a Server Certificote

#  New certificate

© Certificate renewal

Submit to Certil via:

& CAEmall Address:  fouiyoudoman com

T CAURL:

Select the module to use with this certificate:
L Cryprographic Module: [imema =]

Key Pair File Password: [y

Requestor name: [ Teog
Telephone number: [mEesE
Comman name: [ewamngacam
Emod address:  fewguangcon
Organization: Fasting
Organizational Unit: [Tasing Dopanmare

ik

Lartificats
—
Lartificats
-
CRUCKL'S
-
CRUCKL'S

Locality: [Hawe ork
State or Province:  [Haw Yo
Country: s

Please double check everything before submitting]

=6 | ooy |
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e After you have clicked “OK,” you will be presented with a summary of the
information, and the CSR. You can now copy and paste the contents of the CSR into
the enrollment form when requested. Be sure to include the whole CSR, including the
----- BEGIN NEW CERTIFICATE REQUEST----- line and the -----END NEW
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gexcificace request has been genexased,

The ®ail chat you should 1s in che file 101 HINDOWSWTEME/mailump, 4044,
It concains che To, Subjest and Reply-To fields,

Blemse use your ®ailer to encer che reas of che file as

che body of the message. When Ghe response arrives, you

oan use che Inscall Cexvifigste form to put it in place,

ol Joam
| Subjeos) Cexvificace request
Eraill cescexBexsmple,com

Hebmastes| ceaterBessmple,oom
Ehonel 0123456783

ComEon-nEEe | Wi, eNEFple,ooR
Eraill cescerBexarple,oms
crganizacioni Teacing
ceg-unici Teacing Depazcment
Lagalicyl New York

Guaner Hew York

counsryl U8

81

T
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Java-based Webservers

To generate your CSR, log in to the server and open a command prompt or shell, and use the
following instructions:

e Generate a new keystore and key with the following command:
keytool -genkey -keyalg RSA -alias server -keystore my_keystore.jks
Replace the file “my_keystore.jks” with the filename and path you wish to locate the
keystore. The alias “server” can be changed to the site or server name if needed.

For Tomcat, change the “-alias server” to “-alias tomcat.”

¢ You may be prompted for some information:
Enter keystore password:
What is your first and last name?
What is the name of your organizational unit? **This is your CN**
What is the name of your organization?
What is the name of your city or locality?
What is the name of your state or province?
What is the two-letter country code for this unit?
The “first and last name” actually means the fully-qualified domain name for your
site, e.g., www.mydomain.com.

Note, for wildcard certificates, the Common Name should be in the format: .mydomain.com.
Please take care to remember the password you enter.

e Now generate the CSR using the key and keystore you have just created:
keytool -certreq -alias server -file csr.txt -keystore my_keystore.jks

Ensure that the alias and keystore have the same name and filename as in Step 1.
You will be prompted to enter the password again. If successful, the file “csr.txt” will
be created. Open this file with a text editor, copy the contents, then paste them into
the enrollment form when requested.

Notes:

If you do not enter an alias with the “-alias” command flag, the default alias will be used,
Hmykey."
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Microsoft IS 4.x

To generate your CSR, you will need to log in to your server and use the following
instructions:

Open the Microsoft Management Console.

Expand the “Internet Information Server” and then expand your server name.

Open the “Properties” of the website you require the CSR for. Do this by right-clicking
on the website.

Open “Directory Security.”

Under the “Secure Communications” area, choose “Key Manager” and select “Create a
New Key.”

Fill out your information. The following characters are not allowed: ! @ # $ % " * ()
~75><&/\

Click “Next” until you complete the process. Answer “Yes” to saving any changes.
Open the CSR file that was created with a text-editor (usually notepad). Copy the
contents of the file, from:

Paste this information into the enrollment form when requested.

Microsoft IIS 5.x& 6.X

To generate your CSR, you will need to log in to your server and use the following
instructions.

If you are generating a CSR to renew a certificate, or a CSR for a site that has an existing
certificate, please see the notes at the end of this guide.

Log in to the server. Go to “Control Panel” > “Administrative Tools” and double-click
“Internet Services Manager.”
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File Action View Help

- aEERE 22> =

ﬁ Internet Information Services MName | Path =
E‘g CRLHOME (Jocal computer) @IISHEID c:\windowshelplishelp
{0 Web Sites (@tsweb C:\WINDOWS \web \tswe
E‘Q W Ea_\rti_bin C:'Program Files\Commc
-{¥ lIsHep (C@Printers C:\WINDOWS weblprini
g tsvu;e‘;in @ images
G Printers DJ[!VEE
D images D_\m_cnf
D _private D_\rti_log b
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- _vti_put 3 _wii_txt
-E3 _vti_seript 9] help.aif
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[#)-% Default SMTP Virtual Server ?] [ _’lﬂ

e Right-click on the website you require the CSR for and choose “Properties.” Select the
“Directory Security” tab.

Default Web Site Properties e

WebSte |  ISAPIFiters |  HomeDiectoy |  Documents |
Directory Security | HTTP Headers I Custom Erors I Server Extensions

— Anonymous access and authentication control

Enable anonymous access and edit the
w authentication methods for this resource.

- |E address and domait name restictions

@ [arant ar deny access bo this resource using

|F addresses on internet domain names.
Edit... |

- Secure communications

Require secure communications and .
enable client cerfficates when this Server Certfficate...

is accessed.

ok | cancel | el | Hep |

e C(lick the “Server Certificate” button. A wizard will start. Choose the option to “Create
a new certificate.” Click “Next.”
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IS Certificate Wizard =
Server Certificate
There are five methods for assigning a certificate to a Web site.

Select the method you want to use for this web site:

= Assign an existing certificate

" Import a certificate from a Key Manager backup file.

< Back Mext > Cancel

e C(lick “Prepare the request now, but send it later.” Click “Next.”

Delayed or Immediate Request

You can prepare a request to be sent later, or you can send one
immediately.

Do you want to prepare a certficate request to be sent later, or do you want to send it
immediately to an online cerffication authority?

¥ Prepare the reguest now, but send it later

€ Send the request immediatelyta an anline certifization authority

< Back Neat = Cancel

e Enter your information. The “Name” here refers to a friendly name for the certificate,
and is not your domain. The other options can be left at their defaults. Click “Next.”
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IS Certificate Wizard =
Name and Security Settings
Your new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for you to refer to and
remember.

MName:

‘Your Company Mame

The bit length of the encryption key detemmines the certfficate’s encryption strength.
The greater the bit length, the stronger the security. Howewer, a greater bit length may
decrease performance.

Bit length: |1D24 vl
[~ Server Gated Cryptography (SGC) certficate for export versions only)

[ Select cryptographic service provider (CSP) for this certificate

< Back Next > Cancel |

e Enter your organization and organizational unit information. Click “Next.”

115 Certificate Wizard
Organization Information
Your certificate must include information about your organization that
distinguishes it fram other organizations.

Select or type your organization’s name and your organizational unit. This is typically the
legal name of your organization and the name of your division or department.

Far further information, consult certification authority’s Web site.

Organization:
IYour Comparny Name j
Organizational unit:
[Web =]
= Back Mext = Cancel

e Enter the fully qualified domain name of the website you require the certificate for.
For wildcard certificates, enter in the format *.mydomain.com. Click “Next.”
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TI5 Certificate Wizard

Your Site’s Common Name
Your Web site’s common name is its fully qualified domain name.

Type the common name for your site. If the serveris on the Intemet, use a valid DNS
name. If the server is on the intranet, you may prefer to use the computer's NetBIOS
name.

if the commaon name changes, you will nesd to obtain a new cerificate.

Common name:

Iwww.mydornainname com|

« Back Ment = Cancel

Enter your location information. Click “Next.”

IS Certificate Wizard
Geographical Information
The certification authority requires the following geographical information.

Courtry/Region:
IUS (United States) vl

State /province:
[ty State =l

City/locality:
|I"!'I1‘r City ﬂ

State./province and City/locality must be complete, official names and may not contain
abbreviations.

« Back Meat > Cancel

Choose a path and filename to save the CSR. Click “Next.”

1/22/2018 9:04:00 AM
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IS Certificate Wizard x|
Certificate Request Fle Name
Your certificate request is saved as a text file with the file name you
specify.

Enter a file name for the certficate request.

File name:

c:\certreq b Browse... |

< Back Nest > Cancel

e Review the information. Click “Next.”

Request Fle Summary

You have chosen to generate a request file.

To generate the following request, click Mext.
File name: ccertreq bd
Your request contains the following information:

lssued To www . mydomainname.com
Friendly Name Your Company Mame
Country/Region us

State / Pravince Iy State

City

Organization Your Company Mame
Crganizational Unit ‘Web

< Back Next > Cancel |

e Your CSR is now generated. Open the “certreq.txt” file with a text-editor, copy the
contents, then paste them into the enrollment form when requested.

Notes:
If you are generating CSR for a renewal of a certificate, Step 3 should have an option to

renew the certificate and generate a new CSR. Select this and follow the wizard through to
create a renewal CSR for the certificate.
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The CSR generation process will create a “Pending Request” on the website. DO NOT remove
this pending request. It will be completed once you receive and install the certificate.
Removing the Pending Request before you have installed your certificate will render the
certificate useless, and you will need to repeat the whole CSR generation process again, and
re-submit the CSR to us.

Microsoft IS 7.x

To generate your CSR, you will need to log in to your server and use the following
instructions:

e C(lick the Start menu > Administrative Tools > Internet Information Services (IIS)
Manager.

e (lick the server name.

e Inthe menu, click the “Server Certificates” button in the “Security” section.
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¢ On the right-hand-side, click the “Create Certificate Request...” Action. This will begin
the Request Certificate Wizard.
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¢ Fill out your information. The CN is where you should enter the fully qualified
domain name of the website you require the certificate for. For wildcard certificates,
this is in the format *.mydomain.com. Click “Next.”

Il
Request Certificate HE

;ﬁi—"i

Distinguished Name Properties

Specify the required information For the certificate, Statefprovice and City/locality must be specified as
official names and they cannot contain abbreviations.

Cammon narme: |web2k8test

Organization: ITesting

Crganizational urit: W

ity flocality ICity

Stake/province: Istate

Country/region: |US| ﬂ

Preyious | THexk :I Finiishi | Cancel |

e Leave the “cryptographic service provider” as default. The “bit length” can be
changed, we recommend a minimum of 1024-bit, and 2048-bit where possible. Click
“Next.”
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Request Certificate
i Cryptographic Service Provider Properties
fr
Select a cryptographic service provider and a bit length, The bit length of the encryption key

determines the certificate's encrvption strength. The greater the bit length, the stronger the securiby.
Howewver, a greater bit length may decrease performance.

Crypragraphic service provider:

IMicrosoFt RS54 SChannel Cryptographic Provider j

Bit length:

Previous I Rlesek [ I Finish | Cancel

Choose a path and filename to save the CSR. Click “Finish.”

[
Request Certificate EH
|1 File Name
Specify the file name For the certificate request. This information can be sent to a certification
authority Far signing.
Specify a file name for the certificate request:
Ic:'l,certreq.txt| |
Previous Tdext | Finish|: I Cancel
e Your CSR is now generated. Open the “certreq.txt” file with a text-editor, copy the
contents, then paste them into the enrollment form when requested.
Notes:
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EV certificates require a minimum of a 1024-bit keysize if valid before 2011, and 2048-bit if
they are valid into 2011. We recommend a 2048-bit keysize as minimum for all certificates.

Oracle (using Oracle Wallet Manager)
To generate your CSR, start the Oracle Wallet Manager program.
e Select “Operations” from the main menu. Choose the option “Create Certificate
Request.”
¢ You will be presented with a form, complete the information.
The CN is where you should enter the fully qualified domain name of the website you
require the certificate for. Note that Oracle Wallet Manager does not currently
support wildcard certificates.

Set the keysize to at least 1024 bit, preferably 2048 if possible.

Do not click the “Advanced” button, unless you specifically have been instructed to.
s Create Certificate Request - x|

Please enter the following information to create an identity.

Comman Name:  [ORADBSSL

Organizational Unit: |Engineering

Organization: |Sybase

LocalitCity: |Egu|der

State/Province: |Cg|gradg

Country: | United States 7]

Key Size: Advanced
Cancel

e C(lick “OK” to create the request, and “OK” again to return to the menu.

e Select “Operations” from the main menu again, and choose the “Export Certificate
Request” option.

e Choose a path and filename to save the CSR. Click “OK.”

e Locate the CSR file in the path you just chose. Open with a text-editor, copy the
contents, then paste them into the enrollment form when requested.
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Plesk

To generate your CSR, you will need to log in to your Plesk account. The screenshots are
from the latest Plesk release (v9), but the instructions apply to versions 7-9.

e Login to Plesk. Click on “Domains” on the left, then click the domain you wish to
request the certificate for. Click the “SSL Certificates” icon.
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e C(lick the “Add SSL Certificate” icon.
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¢ Fill out your information in the form. Note, for wildcard certificates, the domain
name field should be in the format: *. mydomain.com.
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We advise to use at least a 2048-bit key, which is the minimum for EV certificates.




e C(lick the “Request” button.

e You will be returned to the “SSL Certificates” section. Click the name of the certificate
in the list.

e Scroll down to the section labelled “CSR.” Highlight the whole CSR as shown in the
screenshot, and then you can copy and paste the CSR into the web enrollment form.
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e Your CSR is now generated.
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